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(57) ABSTRACT

A mechanism is provided for sharing resources allocated to
an entitled virtual machine (VM). A blocked domain is
created around the entitled VM and one or more processors
allocated to the entitled VM. A first dispatching algorithm is
implemented that prevents the dispatching of processes from
other operating systems within other VMs to the one or more
processors allocated to the entitled VM. Responsive to
utilization of the one or more processors allocated to the
entitted VM falling below a predetermined threshold, a
second dispatching algorithm is implemented that allows
dispatching of processes from the other operating systems
within the other VMs to the one or more processors allocated
to the entitled VM.

8 Claims, 5 Drawing Sheets

'DISPATCH PROCESSES FROM OTHER O8s WITHIN
‘THE OTHER VMB TO THE ONE OR NORE

PROCESSORS.

| ALLOCATED TO THE ENTITLED YM



U.S. Patent Oct. 18, 2016 Sheet 1 of 5 US 9,471,368 B2
100
111a \’\ FIG. 1 111n
119a  PROCESSORCARD {43 1oy PROCESSORCARD 443,
c ~ c ~
PROCESSOR | | CACHE PROCESSOR | | CACHE
115
BUS
- ) , >
120 1238 ¢ :
? 5 “JMeEmorYcARD <116
SYSTEM PLANAR (o |
DATA MEMORY CONTROLLEQI\) LOCAL
SWITCH CACHE MEMORY
17 130 136
L T
SCSIHOST HARD DISK
BUS BUS ADAPTER
. BRIDGE BRIDGE
o
& (— 140
= — | | GRAPHICS A
5 o\ 128 || ADAPTER H  NVRAM
o T Ve (o 141
o 131 7~
= o L Pol || ~J SYSTEM
| BRIDGE FIRMWARE
= [ ISABRIDGE
125 ¥ 144 _
134 129 o
126 L Va SERVICE =
E L/P)()l A_ NETWORK PROCESSOR ]
, BRIDGE ADAPTER 1
v L1 NIO CONTROLLER
Y
- SLoT T |
Wwog > 133 o
127 1 Sxh 2
Va 1Ba 535S =
= - o L
o
L sLoT
1?;4/~ v T
NIO PLANAR 135n




U.S. Patent

Oct. 18,2016 Sheet 2 of 5 US 9,471,368 B2
203, 205, 207, 209, 2%
PARTITION PARTITION PARTITION PARTITION
0S 0s 0s 0S SERVICE
2, “02| |28, “204| 4154 “906| | 4174 “208| | processor
PARTITION PARTITION PARTITION PARTITION
FIRMWARE FIRMWARE FIRMWARE FIRMWARE
210
PLATFORM FIRMWARE |
PARTITIONED HARDWARE
Q288 250
10 0
PROCESSOR | | PROCESSOR | | PROCESSOR | | PROGESSOR | | o aorer | | spaprer
™NJ J \J ~J 7
232 234 236 238 252, 254 |
10 1o
ADAPTER | | ADAPTER
210, 298 | 26, 258 |
10 1o
STORAGE NVRAM 1 | apaPTER| | ADAPTER
240, 242, 244 | 246 | 20 , 262 |
1o 1o
MEMORY MEMORY MEMORY MEMORY | | soperer | | ApAPreR
[N
230 . 280,
HARDWARE
200 FIG. 2 MANAGEMENT  |—
CONSOLE




U.S. Patent

FIG. 3

Oct. 18,2016 Sheet 3 of 5 US 9,471,368 B2
300

C T :
| 312, 1314, 316,, 318,
| VIRTUAL | | VIRTUAL VIRTUAL VIRTUAL
| MACHINE | ! MACHINE MACHINE MACHINE

|
| o o
l 3241 326 328 330
! I
| |
I I
I I
! |
I ! 320
|
! ! PLATFORM FIRMWARE || ENTITLEMENT
| ' CONTROL
I I PARTITIONED HARDWARE MECHANISM
: ! ~J
| | | PROCESSOR | | PROCESSOR | 1 PROCESSOR | | PROCESSOR 302
| Y N
|| 304 306 ! 308 310
o4 ____ 1




U.S. Patent

Oct. 18,2016 Sheet 4 of 5 US 9,471,368 B2

START
402

FROM CREATE A BLOCKED DOMAIN AROUND AN
4B ENTITLED VM AND ONE OR MORE PROCESSORS
ALLOCATED TO THE ENTITLED VM
404
‘ IMPLEMENT A FIRST DISPATCHING ALGORITHM
406

MONITOR THE UTILIZATION OF ONE OR MORE
PROCESSORS ALLOCATED TO THE ENTITLED VM

408

UTILIZATION OF THE ONE
OR MORE PROCESSORS ALLOCATED
TO THE ENTITLED VM FALLEN BELOW
A PREDETERMINED
THRESHOLD?

NO

410

IMPLEMENT A SECOND DISPATCHING ALGORITHM 92
v
DISPATCH PROCESSES FROM OTHER OSs WITHIN
THE OTHER VMS TO THE ONE OR MORE
PROCESSORS ALLOCATED TO THE ENTITLED VM

414

MONITOR THE UTILIZATION OF ONE OR MORE
PROCESSORS ALLOCATED TO THE ENTITLED VM

416

UTILIZATION OF THE ONE

OR MORE PROCESSORS ALLOCATED
TO THE ENTITLED VM RISEN ABOVE
THE PREDETERMINED
THRESHOLD?

NO

FIG. 44




U.S. Patent Oct. 18, 2016 Sheet 5 of 5 US 9,471,368 B2

RATE OF UTILIZATION OF
THE ONE OR MORE PROCESSORS BY

NO YES

THE ENTITLED VM INCREASED ABOVE A
PREDETERMINED INCREASE
. 420 r\4?6
IMPLEMENT A THIRD DISPATCHING IMPLEMENT A FOURTH DISPATCHING
ALGORITHM ALGORITHM
g 422 ,\4?3
BLOCK THE DISPATCH OF ANY BLOCK THE DISPATCH OF ANY
PROCESSES FROM THE OTHER PROCESSES FROM THE OTHER
OPERATING SYSTEMS OF THE OTHER OPERATING SYSTEMS OF THE OTHER
VMS TO THE ONE OR MORE VMS TO THE ONE OR MORE
PROCESSORS ALLOCATED TO THE PROCESSORS ALLOCATED TO THE
ENTITLED VM ENTITLED VM
! 330
INTERRUPT CURRENT PROCESSES
HAVE 424 FROM THE OTHER OPERATING
THE PROCESSES SYSTEMS WITHIN THE OTHER VMS
FROM THE OTHER OSs CURRENTLY EXECUTING ON THE ONE
WITHIN THE OTHER VMS OR MORE PROCESSORS ALLOCATED
COMPLETED TO THE ENTITLED VM

XECUTION?

YES

432

THE PROCESSES
FROM THE OTHER OSs
WITHIN THE OTHER VMS
COMPLETED

@ FIG. 4B




US 9,471,368 B2

1
SHARING RESOURCES ALLOCATED TO AN
ENTITLED VIRTUAL MACHINE

BACKGROUND

The present application relates generally to an improved
data processing apparatus and method and more specifically
to mechanisms for sharing resources allocated to an entitled
virtual machine.

A virtual machine (VM) is a software implemented
abstraction of underlying hardware, which is presented to an
application layer of a data processing system. A virtual
machine, which may also be referred to as a logical partition
(LPAR) may be based on specifications of a hypothetical
computer or emulate a computer architecture and functions
of a real world computer. Thus, a virtual machine (VM) is
a software implementation of a machine i.e. a computer) that
executes programs like a physical machine. Virtual
machines are separated into two major classifications, based
on their use and degree of correspondence to any real
machine:

1. A system virtual machine provides a complete system
platform which supports the execution of a complete
operating system (OS). A system virtual machine usu-
ally emulates an existing architecture, and is built with
the purpose of either providing a platform to run
programs where the real hardware is not available for
use (for example, executing software on otherwise
obsolete platforms), or of having multiple instances of
virtual machines lead to more efficient use of comput-
ing resources, both in terms of energy consumption and
cost effectiveness (known as hardware virtualization,
the key to a cloud computing environment), or both.

2. A process virtual machine (also, language virtual
machine) is designed to run a single program, which
means that it supports a single process. Such virtual
machines are usually closely suited to one or more
programming languages and built with the purpose of
providing program portability and flexibility (amongst
other things).

An essential characteristic of virtual machines is that the
software running inside the virtual machine is limited to the
resources and abstractions allocated to the virtual machine,
ie. the virtual machine cannot break out of its virtual
environment.

There are two main aspects of virtual environments: VM
placement and shared processor VMs. VM placement is of
fundamental importance because of the well-known fact that
when all processors allocated to the VM are contained
within a same node as the VM, the performance of that VM
is maximized. All local processors mean more effective
cache algorithms, better data sharing, lower latencies, and
the opportunity to effectively manage the VM’s data in a
single, local memory region. This configuration is called a
Home Node.

Shared processor VMs improve the efficiency of proces-
sors in a system by allowing unused processor cycles from
one VM to be claimed and used by other VMs. Dedicated
processor cycles are often wasted if the process running on
them goes idle. Sharing of processors cycles ensures that the
processor utilization is maximized. However, one drawback
of a shared processor environment is that, when the original
process is ready to begin using its allocated processor cycles,
the processor cycles might be allocated to a foreign,
uncapped VM who saw an opportunity to grab the extra
processor cycles. Therefore, the process might then be
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forced to use shared processors, which could create longer
latencies, more cache traffic across nodes, etc.

SUMMARY

In one illustrative embodiment, a method, in a data
processing system, is provided for sharing resources allo-
cated to an entitled virtual machine (VM). The illustrative
embodiment creates a blocked domain around the entitled
VM and one or more processors allocated to the entitled
VM. The illustrative embodiment implements a first dis-
patching algorithm that prevents the dispatching of pro-
cesses from other operating systems within other VMs to the
one or more processors allocated to the entitled VM. The
illustrative embodiment implements a second dispatching
algorithm that allows dispatching of processes from the
other operating systems within the other VMs to the one or
more processors allocated to the entitled VM in response to
utilization of the one or more processors allocated to the
entitled VM below a predetermined threshold.

In other illustrative embodiments, a computer program
product comprising a computer useable or readable medium
having a computer readable program is provided. The com-
puter readable program, when executed on a computing
device, causes the computing device to perform various ones
of, and combinations of, the operations outlined above with
regard to the method illustrative embodiment.

In yet another illustrative embodiment, a system/appara-
tus is provided. The system/apparatus may comprise one or
more processors and a memory coupled to the one or more
processors. The memory may comprise instructions which,
when executed by the one or more processors, cause the one
or more processors to perform various ones of, and combi-
nations of, the operations outlined above with regard to the
method illustrative embodiment.

These and other features and advantages of the present
invention will be described in, or will become apparent to
those of ordinary skill in the art in view of, the following
detailed description of the example embodiments of the
present invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The invention, as well as a preferred mode of use and
further objectives and advantages thereof, will best be
understood by reference to the following detailed descrip-
tion of illustrative embodiments when read in conjunction
with the accompanying drawings, wherein:

FIG. 1 depicts a block diagram of a data processing
system with which aspects of the illustrative embodiments
may advantageously be utilized;

FIG. 2 is a block diagram of an exemplary logical
partitioned platform in which exemplary aspects of the
illustrative embodiments may be implemented;

FIG. 3 depicts a mechanism for sharing resources allo-
cated to an entitled virtual machine (VM) in accordance with
an illustrative embodiment; and

FIGS. 4A and 4B depict a flowchart of the operations
performed in sharing resources allocated to an entitled
virtual machine (VM) in accordance with an illustrative
embodiment.

DETAILED DESCRIPTION

The illustrative embodiments are directed to mechanisms
for sharing resources allocated to an entitled virtual machine
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(VM). That is, the illustrative embodiments provide a
mechanism that ensures that an entitled VM’s optimized
placement is preserved and the processor cycles are reserved
for the entitled VM’s use, while still making unused pro-
cessor cycles available to uncapped VMs (remote or local)
when the processor cycles are needed. By giving perfor-
mance-sensitive VMs priority in a local processor pool of a
shared VM environment (i.e., creating an entitled VM),
processor cycles allocated to the entitled VM are made
available to uncapped VMs under certain circumstances.

Thus, the illustrative embodiments may be utilized in
many different types of data processing environments. In
order to provide a context for the description of the specific
elements and functionality of the illustrative embodiments,
FIGS. 1 and 2 are provided hereafter as example environ-
ments in which aspects of the illustrative embodiments may
be implemented. It should be appreciated that FIGS. 1 and
2 are only examples and are not intended to assert or imply
any limitation with regard to the environments in which
aspects or embodiments of the present invention may be
implemented. Many modifications to the depicted environ-
ments may be made without departing from the spirit and
scope of the present invention.

FIG. 1 depicts a block diagram of a data processing
system with which aspects of the illustrative embodiments
may advantageously be utilized. As shown, data processing
system 100 includes processor cards 111a-111z. Each of
processor cards 111a-111# includes a processor and a cache
memory. For example, processor card 111a contains proces-
sor 112a and cache memory 1134, and processor card 111z
contains processor 112z and cache memory 113z.

Processor cards 111a-1117 are connected to main bus 115.
Main bus 115 supports a system planar 120 that contains
processor cards 111¢-111z and memory cards 123. The
system planar also contains data switch 121 and memory
controller/cache 122. Memory controller/cache 122 supports
memory cards 123 that include local memory 116 having
multiple dual in-line memory modules (DIMMs).

Data switch 121 connects to bus bridge 117 and bus
bridge 118 located within a native /O (NIO) planar 124. As
shown, bus bridge 118 connects to peripheral components
interconnect (PCI) bridges 125 and 126 via system bus 119.
PCI bridge 125 connects to a variety of I/O devices via PCI
bus 128. As shown, hard disk 136 may be connected to PCI
bus 128 via small computer system interface (SCSI) host
adapter 130. A graphics adapter 131 may be directly or
indirectly connected to PCI bus 128. PCI bridge 126 pro-
vides connections for external data streams through network
adapter 134 and adapter card slots 1354-135% via PCI bus
127.

An industry standard architecture (ISA) bus 129 connects
to PCI bus 128 via ISA bridge 132. ISA bridge 132 provides
interconnection capabilities through NIO controller 133
having serial connections Serial 1 and Serial 2. A floppy
drive connection, keyboard connection, and mouse connec-
tion are provided by NIO controller 133 to allow data
processing system 100 to accept data input from a user via
a corresponding input device. In addition, non-volatile RAM
(NVRAM) 140 provides a non-volatile memory for preserv-
ing certain types of data from system disruptions or system
failures, such as power supply problems. A system firmware
141 is also connected to ISA bus 129 for implementing the
initial Basic Input/Output System (BIOS) functions. A ser-
vice processor 144 connects to ISA bus 129 to provide
functionality for system diagnostics or system servicing.

The operating system (OS) is stored on hard disk 136,
which may also provide storage for additional application
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software for execution by data processing system. NVRAM
140 is used to store system variables and error information
for field replaceable unit (FRU) isolation, During system
startup, the bootstrap program loads the operating system
and initiates execution of the operating system. To load the
operating system, the bootstrap program first locates an
operating system kernel One from hard disk 136, loads the
OS into memory, and jumps to an initial address provided by
the operating system kernel. Typically, the operating system
is loaded into random-access memory (RAM) within the
data processing system. One loaded and initialized, the
operating system controls the execution of programs and
may provide services such as resource allocation, schedul-
ing, input/output control, and data management.

The illustrative embodiment may be embodied in a vari-
ety of data processing systems utilizing a number of different
hardware configurations and software such as bootstrap
programs and operating systems. The data processing sys-
tem 100 may be, for example, a stand-alone system or part
of a network such as a local-area network (LAN) or a
wide-area network (WAN).

FIG. 2 is a block diagram of an exemplary logical
partitioned platform in which exemplary aspects of the
illustrative embodiments may be implemented. The hard-
ware in logical partitioned platform 200 may be imple-
mented as, for example, data processing system 100 in FIG.
1. Logical partitioned platform 200 includes partitioned
hardware 230, operating systems 202, 204, 206, 208, and
firmware 210. Operating systems 202, 204, 206, and 208
may be multiple copies of a single operating system or
multiple heterogeneous operating systems simultaneously
run on platform 200. These operating systems may be
implemented using the AIX® operating system, the 15/0S™
operating system or the Linux™ operating system, for
example, which are designed to interface with server firm-
ware. Operating systems 202, 204, 206, and 208 are located
in partitions or virtual machines 203, 205, 207, and 209.

Additionally, these-partitions also include firmware load-
ers 211, 213, 215, and 217. Firmware loaders 211, 213, 215,
and 217 may be implemented using IEEE-1275 Standard
Open Firmware and runtime abstraction software (RTAS),
which is available from International Business Machines
Corporation. When partitions or virtual machines 203, 205,
207, and 209 are instantiated, a copy of the open firmware
is loaded into each partition by the firmware’s partition
manager. The processors associated or assigned to the par-
titions are then dispatched to the partition’s memory to
execute the partition firmware.

Partitioned hardware 30 includes a plurality of processors
232-238, a plurality of system memory units 240- 46, a
plurality of input/output WO) adapters 248-262, and a
storage unit 270. Partitioned hardware 230 also includes
service processor 290, which may be used to provide various
services, such as processing of errors in the partitions. Each
of'the processors 232-238, memory units 240-246, NVRAM
storage 298, and 1/O adapters 248-262 may be assigned to
one of multiple partitions within logical partitioned platform
200, each of which corresponds to one of operating systems
202, 204, 206, and 208.

Firmware 210 performs a number of functions and ser-
vices for partitions or virtual machines 203, 205, 207, and
209 to create and enforce the partitioning of logical parti-
tioned platform 200. Firmware 210 is a firmware imple-
mented virtual machine identical to the underlying hard-
ware. Hypervisor software is an example of server firmware
available from International Business Machines Corpora-
tion. Firmware is “software” stored in a memory chip that
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holds its content without electrical power, such as, for
example, read-only memory (ROM), programmable ROM
(PROM), erasable programmable ROM (EPROM), electri-
cally erasable programmable ROM (EEPROM), and non-
volatile random access memory (nonvolatile RAM). Thus,
firmware 210 allows the simultaneous execution of inde-
pendent operating system images 202, 204, 206, and 208 by
virtualizing hardware resources of logical partitioned plat-
form 200. Virtualization is the pooling of information tech-
nology resources in a way that shields the physical nature
and boundaries of those resources from users.

Operations of the different partitions may be controlled
through a hardware management console, such as hardware
management console 280. Hardware management console
280 is a separate data processing system from which a
system administrator may perform various functions includ-
ing reallocation of resources to different partitions. Alterna-
tively, a Virtual Partition Manager is a feature of the 15/0S™
V5R3 operating system that allows one to create and man-
age one operating system logical partitions by initiating a
console session using service tools.

Those of ordinary skill in the art will appreciate that the
hardware in FIGS. 1 and 2 may vary depending on the
implementation. Other internal hardware or peripheral
devices, such as flash memory, equivalent non-volatile
memory, or optical disk drives and the like, may be used in
addition to or in place of the hardware depicted in FIGS. 1
and 2. Also, the processes of the illustrative embodiments
may be applied to a multiprocessor data processing system
without departing from the spirit and scope of the present
invention.

FIG. 3 depicts a mechanism for sharing resources allo-
cated to an entitled virtual machine (VM) in accordance with
an illustrative embodiment. Data processing system 300
comprises entitlement control mechanism 302, which man-
ages time cycle allocations of processors 304-310 allocated
to operating systems 324-330 of virtual machines 312-318.
Entitlement control mechanism 302 may be logic that exists
within platform firmware 320 or logic that is separate from
platform firmware 320 working in conjunction with platform
firmware 320. In accordance with the illustrative embodi-
ments, entitlement control mechanism 302 creates a blocked
domain 322 around entitled virtual machine 312 and pro-
cessors 304 and 306 which are allocated to entitled virtual
machine 312 by platform firmware 320. Operating system
324 within entitled virtual machine 312 operates in blocked
domain 322 using a first dispatching algorithm to execute
processes utilizing processors 304 and 306 as much as
possible. To prevent other ones of operating systems 326-
330 within VMs 314-316 from executing processes on
processors 304 or 306, platform firmware 320 defends
blocked domain 322 using the first dispatching algorithm by
not dispatching processes from operating systems 326-330
within VMs 314-316 to processors 304-306 as indicated by
the creation of blocked domain 322 by entitlement control
mechanism 302.

However, entitlement control mechanism 302 monitors
the utilization of processors 304-306 by entitled virtual
machine 312. If entitlement control mechanism 302 deter-
mines that operating system 324 within entitled virtual
machine 312 is underutilizing processors 304-306 below a
predetermined threshold, entitlement control mechanism
302 sends a signal to platform firmware 320 indicating that
platform firmware 320 should employ a second dispatching
algorithm for use in dispatching processes from operating
systems 326-330 within VMs 314-316 to processors 304-
306. That is, as long as entitled virtual machine 312 is
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underutilizing processors 304-306, processor cycles from
processors 304-306 may be utilized by one or more of
operating systems 326-330 within VMs 314-316 to proces-
sors 304-306. Thus, the second algorithm is based on the
entitlement of entitled virtual machine 312.

The predetermined threshold, which may be defined by an
administrator of data processing system 300, is used to
determine whether restrictions of blocked. domain 322 may
be lifted. In accordance with the illustrative embodiments,
the predetermined threshold allows entitled virtual machine
312 to hold onto a percentage of processors 304-306. For
example, the predetermined threshold may be 50% utiliza-
tion of processors 304-306. Thus, when execution of pro-
cesses from operating system 324 dips below 50% utiliza-
tion of processors 304-306, then entitlement control
mechanism 302 may signal the employment of the second
dispatch algorithm. However, if execution of processes from
operating system 324 dips to, for example, 25% utilization
of processors 304-306, entitlement control mechanism 302
prevents platform firmware 320 from allocating additional
processes from operating systems 326-330 within VMs
314-316 to processors 304-306 based on the predetermined
threshold. This preserves some processor cycles and cache
content for entitled virtual machine 312 while lessening the
burden of vacating processes from operating systems 326-
330 within VMs 314-316 to processors 304-306 when
processes from operating system 324 rises. That is, even
though processes from operating system 324 has changed
from 50% to 25%, the 25% of unutilized processing power
from processors 304-306 is reserved for operating system
324 in entitled virtual machine 312 so that entitled virtual
machine 312 may draw upon the unutilized resources with-
out interrupting processes from operating systems 326-330.
Thus, the predetermined threshold may be a percentage of an
entitlement allocated to entitled virtual machine 312.

Therefore, when entitlement control mechanism 302
determines that the utilization of processors 304-306 by
entitled virtual machine 312 falls below, for example, 50%
of the entitlement (the predetermined threshold), utilizing
the second algorithm provided by entitled virtual machine
312, platform firmware 320 lifts a portion of the restriction
provided by block domain 322. That is, platform firmware
320 dispatches processes that have not been executed from
operating systems 326-330 within VMs 314-316 to proces-
sors 304-306 up to the allowed percentage. Platform firm-
ware 320 continues to dispatch processes from operating
systems 326-330 within VMs 314-316 to processors 304-
306, thereby operating in a semi-shared. mode, until entitle-
ment control mechanism 302 determines that operating
system 324 within entitled virtual machine 312 is once again
utilizing or intending to utilize processors 304-306 to some-
thing above the predetermined threshold.

At this point, entitlement control mechanism 302 sends a
signal to platform firmware 320 indicating that platform
firmware 320 should employ either a third dispatching
algorithm or a fourth dispatching algorithm for use in
dispatching processes from operating systems 326-330
within VMs 314-316 to processors 304-306. By employing
the third dispatching algorithm, platform firmware 320
executes a slow enforcement of blocked domain 322. That
is, platform firmware 320 blocks the dispatch of any pro-
cesses from operating systems 326-330 to processors 304-
306. Thus, any processes from operating systems 326-330
that are currently executing on processors 304-306 are
allowed to finish execution at which time operating system
324 within entitled virtual machine 312 will have all of
processors 304-306 for executing its processes. However, if
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platform firmware 320 determines that a fast enforcement of
blocked domain 322 needs to be executed, platform firm-
ware 320 employs the fourth dispatching algorithm that not
only blocks the dispatch of any processes from operating
systems 326-330 to processors 304-306 but also interrupts
current processes from operating systems 326-330 currently
executing on processors 304-306. Additionally, since numer-
ous processes may be executing on processors 304-306,
platform firmware 320 may decide which processes are
interrupted first based on a level of execution of the pro-
cesses. That is, while the intent is to clear the execution of
processes from operating systems 326-330 as fast as pos-
sible, platform firmware 320 may start the interruption based
on the most recently executed processes thereby allowing
the oldest processes time to finish execution prior to inter-
rupt.

Thus, entitlement control mechanism 302 determines
which of the third dispatching algorithm or the fourth
dispatching algorithm to employ based on the rate of pro-
cesses that are being issued by operating system 324.
Further, even if entitlement control mechanism 302 initially
indicates that platform firmware 320 should employ the third
dispatching algorithm, if the rate of processes issued from
operating system 324 rises past a predetermined threshold
prior to processes from operating systems 326-330 finishing
execution on processors 304-306, entitlement control
mechanism 302 may send a change that platform firmware
320 should immediately employ the fourth dispatching
algorithm.

By monitoring the rate at which processes from operating
system 324 within entitled virtual machine 312 goes up,
entitlement control mechanism 302 develops a feel for how
suddenly additional processing power is needed. If the rise
is gradual, then simply allowing processes from operating
systems 326-330 within VMs 314-316 to processors 304-
306 to run to the end of their time slice while blocking
additional processes from operating systems 326-330 is
enough. However, if the rise is sudden, the entitlement
control mechanism 302 and platform firmware 320 may
simply interrupt all processes from operating systems 326-
330 within VMs 314-316 to processors 304-306. The thresh-
old of when entitlement control mechanism 302 employs the
third dispatching algorithm or the fourth dispatching algo-
rithm may be set by a system administrator based on the
performance sensitive nature of operating system 324 within
entitled virtual machine 312.

The above aspects and advantages of the illustrative
embodiments of the present invention will be described in
greater detail hereafter with reference to the accompanying
figures. It should be appreciated that the figures are only
intended to be illustrative of exemplary embodiments of the
present invention. The present invention may encompass
aspects, embodiments, and modifications to the depicted
exemplary embodiments not explicitly shown in the figures
but would he readily apparent to those of ordinary skill in the
art in view of the present description of the illustrative
embodiments.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method,
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system,” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
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any one or more computer readable medium(s) having
computer usable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be a system, apparatus, or device of an
electronic, magnetic, optical, electromagnetic, or semicon-
ductor nature, any suitable combination of the foregoing, or
equivalents thereof. More specific examples (a non-exhaus-
tive list) of the computer readable storage medium would
include the following: an electrical device having a storage
capability, a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber based device, a
portable compact disc read-only memory (CDROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain or store a program for use
by, or in connection with, an instruction execution system,
apparatus, or device.

In some illustrative embodiments, the computer readable
medium is a non-transitory computer readable medium. A
non-transitory computer readable medium is any medium
that is not a disembodied signal or propagation wave, i.e.
pure signal or propagation wave per se. A non-transitory
computer readable medium may utilize signals and propa-
gation waves, but is not the signal or propagation wave
itself. Thus, for example, various forms of memory devices,
and other types of systems, devices, or apparatus, that utilize
signals in any way, such as, for example, to maintain their
state, may be considered to be non-transitory computer
readable media within the scope of the present description.

A computer readable signal medium, on the other hand,
may include a propagated data signal with computer read-
able program code embodied therein, for example, in a
baseband or as part of a carrier wave. Such a propagated
signal may take any of a variety of forms, including, but not
limited to, electro-magnetic, optical, or any suitable combi-
nation thereof. A computer readable signal medium may be
any computer readable medium that is not a computer
readable storage medium and that can communicate, propa-
gate, or transport a program for use by or in connection with
an instruction execution system, apparatus, or device. Simi-
larly, a computer readable storage medium is any computer
readable medium that is not a computer readable signal
medium.

Computer code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, radio frequency (RF), etc., or any suitable combina-
tion thereof.

Computer program code for carrying out operations for
aspects of the present invention may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java™, Smalltalk™, C++, or the like, and conventional
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
program code may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer, or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
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network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to the illustrative embodiments of the inven-
tion. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function in a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including instructions that
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable
apparatus, or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

FIGS. 4A and 4B depict a flowchart of the operations
performed in sharing resources allocated to an entitled
virtual machine (VM) in accordance with an illustrative
embodiment. As the operation begins, an entitlement control
mechanism working in conjunction with platform firmware
creates a blocked domain around an entitled virtual machine
and one or more processors allocated to the entitled VM
(step 402). Based on a signal from the entitlement control
mechanism, platform firmware implements a first dispatch-
ing algorithm that prevents the dispatching of processes
from other operating systems within other VMs to the one or
more processors allocated to the entitled VM as indicated by
the blocked domain step 404). The entitlement control
mechanism then monitors the utilization of one or more
processors allocated to the entitled virtual machine step
406). The entitlement control mechanism determines
whether the utilization of the one or more processors allo-
cated to the entitled virtual machine has fallen below a
predetermined threshold (step 408).

If at step 408 the entitlement control mechanism deter-
mines that the utilization of the one or more processors
allocated to the entitled virtual machine has not fallen below
the predetermined threshold, then the operation returns to
step 406. If at step 408 the entitlement control mechanism
determines that the utilization of the one or more processors
allocated to the entitled virtual machine has fallen below the
predetermined threshold, then the entitlement control
mechanism sends a signal to the platform firmware indicat-
ing the implementation of a second dispatching algorithm
(step 410). The platform firmware then dispatches processes
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from other operating systems within the other VMs to the
one or more processors allocated to the entitled VM up to the
percentage of utilization indicated by the predetermined
threshold (step 412). The entitlement control mechanism
then monitors the utilization of one or more processors
allocated to the entitled virtual machine (step 414).

The entitlement control mechanism determines whether
the utilization of the one or more processors allocated to the
entitled virtual machine by the entitled virtual machine has
risen above the predetermined threshold (step 416). If at step
416 the entitlement control mechanism determines that the
utilization of the one or more processors allocated to the
entitled virtual machine by the entitled virtual machine has
not risen above the predetermined threshold, then the opera-
tion returns to step 414. If at step 416 the entitlement control
mechanism determines that the utilization of the one or more
processors allocated to the entitled virtual machine by the
entitled virtual machine has risen above the predetermined
threshold, then the entitlement control mechanism deter-
mines whether the rate of utilization of the one or more
processors by the entitled virtual machine is increasing
above a predetermined increase rate(step 418).

If the entitlement control mechanism determines that the
rate of utilization of the one or more processors by the
entitled virtual machine is not increasing above the prede-
termined increase rate, then the entitlement control mecha-
nism sends a signal to the platform firrnware indicating an
implementation of a third dispatching algorithm (step 420).
By executing the third dispatching algorithm, the platform
firmware blocks the dispatch of any processes from the other
operating systems of the other VMs to the one or more
processors allocated to the entitled VM (step 422). The
entitlement control mechanism in conjunction with the plat-
form firmware then determines whether all processes from
the other operating system have completed execution on the
one or more processors allocated to the entitled VM (step
424). If at step 424 not all of the processes have completed
execution, the operation returns to step 422. If at step 424 all
of the processes have completed execution, the operation
returns to step 404. Thus, any processes from the other
operating systems of the other VMs that are currently
executing on the one or more processors allocated to the
entitled VM are allowed to finish execution normally.

However, if at step 418 the entitlement control mecha-
nism determines that the rate of utilization of the one or
more processors by the entitled virtual machine is increasing
above the predetermined increase rate, then the entitlement
control mechanism sends a signal to the platform firmware
indicating an implementation of a fourth dispatching algo-
rithm (step 426). By executing the fourth dispatching algo-
rithm, the platform firmware not only blocks the dispatch of
any processes from the other operating systems of the other
VMs to the one or more processors allocated to the entitled
VM (step 428) but also interrupts current processes from the
other operating systems within the other VMs currently
executing on the one or more processors allocated to the
entitled VM (step 430). The entitlement control mechanism
in conjunction with the platform firmware then determines
whether all processes from the other operating system have
completed execution on the one or more processors allo-
cated to the entitled VM (step 432). If at step 432 not all of
the processes have completed execution, the operation
returns to step 428. If at step 432 all of the processes have
completed execution, the operation returns to step 404.

The flowchart and block diagrams in the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
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gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of code, which comprises one or more executable
instructions for implementing the specified logical
function(s). It should also be noted that, in some alternative
implementations, the functions noted in the block may occur
out of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the {functionality
involved. It will also be noted that each block of the block
diagrams and/or flowchart illustration, and combinations of
blocks in the block diagrams and/or flowchart illustration,
can he implemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

Thus, the illustrative embodiments provide mechanisms
for sharing resources allocated to an entitled virtual machine
(VM). The mechanisms ensure that an entitled s optimized
placement is preserved and the processor cycles are reserved
for the entitled VM’s use, while still making unused pro-
cessor cycles available to uncapped VMs when the proces-
sor cycles are needed. By giving performance-sensitive
VMs priority in a local processor pool of a shared VM
environment (i.e., creating an entitled VM), processor cycles
allocated to the entitled VM are made available to uncapped
VMs under certain circumstances.

As noted above, it should be appreciated that the illus-
trative embodiments may take the form of an entirely
hardware embodiment, an entirely software embodiment or
an embodiment containing both hardware and software
elements. In one example embodiment, the mechanisms of
the illustrative embodiments are implemented in software or
program code, which includes but is not limited to firmware,
resident software, microcode, etc.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local
memory employed during actual execution of the program
code, bulk storage, and cache memories which provide
temporary storage of at least some program code in order to
reduce the number of times code must be retrieved from bulk
storage during execution.

Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled
to the system either directly or through intervening /O
controllers. Network adapters may also be coupled to the
system to enable the data processing system to become
coupled to other data processing systems or remote printers
or storage devices through intervening private or public
networks. Modems, cable modems, and Ethernet cards are
just a few of the currently available types of network
adapters.

The description of the present invention has been pre-
sented for purposes of illustration and description, and is not
intended to be exhaustive or limited to the invention in the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art. The embodi-
ment was chosen and described in order to best explain the
principles of the invention, the practical application, and to
enable others of ordinary skill in the art to understand the
invention for various embodiments with various modifica-
tions as are suited to the particular use contemplated.
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What is claimed is:
1. A computer program product comprising a non-transi-
tory computer readable storage medium having a computer
readable program stored therein, wherein the computer
readable program, when executed on a computing device,
causes the computing device to:
create a blocked domain around an entitled virtual
machine (VM) and one or more processors allocated to
the entitled VM,

implement a first dispatching algorithm that prevents the
dispatching of processes from other operating systems
within other VMs to the one or more processors allo-
cated to the entitled VM,

responsive to utilization of the one or more processors
allocated to the entitled VM falling below a predeter-
mined threshold, implement a second dispatching algo-
rithm that allows dispatching of processes from the
other operating systems within the other VMs to the
one or more processors allocated to the entitled VM;

after implementing the second dispatching algorithm,
responsive to utilization of the one or more processors
allocated to the entitled VM rising above the predeter-
mined threshold, determine a rate of utilization increase
of the one or more processors allocated to the entitled
VM, and

responsive to the rate of utilization of the one or more
processors allocated to the entitled virtual machine
increasing above a predetermined increase rate, imple-
ment a fourth dispatching algorithm that blocks dis-
patch of any additional processes from the other oper-
ating systems of the other VMs to the one or more
processors allocated to the entitled VM and interrupts
executing processes from the other operating systems
of the other VMs.

2. The computer program product of claim 1, wherein the
computer readable program further causes the computing
device to:

responsive to all of the executing processes from the other

operating system of the other VMs completing execu-
tion, re-implement the first dispatching algorithm that
prevents the dispatching of processes from the other
operating systems within the other VMs to the one or
more processors allocated to the entitled VM.

3. The computer program product of claim 1, wherein the
executing processes from the other operating systems of the
other VMs are interrupted based on a level of execution of
the executing processes.

4. The computer program product of claim 1, wherein the
executing processes from the other operating systems of the
other VMs are interrupted all at one time.

5. An apparatus comprising:

a processor; and

a memory coupled to the processor, wherein the memory

comprises instructions which, when executed by the
processor, cause the processor to:
create a blocked domain around an entitled virtual
machine (VM) and one or more processors allocated to
the entitled VM,

implement a first dispatching algorithm that prevents the
dispatching of processes from other operating systems
within other VMs to the one or more processors allo-
cated to the entitled VM,

responsive to utilization of the one or more processors
allocated to the entitled VM falling below a predeter-
mined threshold, implement a second dispatching algo-
rithm that allows dispatching of processes from the
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other operating systems within the other VMs to the
one or more processors allocated to the entitled VM;
after implementing the second dispatching algorithm,
responsive to utilization of the one or more processors
allocated to the entitled VM rising above the predeter- 5
mined threshold, determine a rate of utilization increase
of the one or more processors allocated to the entitled
VM, and
responsive to the rate of utilization of the one or more
processors allocated to the entitled virtual machine 10
increasing above a predetermined increase rate, imple-
ment a fourth dispatching algorithm that blocks dis-
patch of any additional processes from the other oper-
ating systems of the other VMs to the one or more
processors allocated to the entitled VM and interrupts 15
executing processes from the other operating systems
of the other VMs.
6. The apparatus of claim 5, wherein the instructions
further cause the processor to:
responsive to all of the executing processes from the other 20
operating system of the other VMs completing execu-
tion, re-implement the first dispatching algorithm that
prevents the dispatching of processes from the other
operating systems within the other VMs to the one or
more processors allocated to the entitled VM. 25
7. The apparatus of claim 5, wherein the executing
processes from the other operating systems of the other VMs
are interrupted based on a level of execution of the executing
processes.
8. The apparatus of claim 5, wherein the executing 30
processes from the other operating systems of the other VMs
are interrupted all at one time.

#* #* #* #* #*



